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Abstract: The rapid evolution of generative Al is transforming cybersecurity
practices by providing advanced capabilities for threat detection and response. For
start-ups and SMEs, these technologies offer a cost-effective way to defend against
sophisticated online threats without the need for massive capital investment. While Al
facilitates the identification of anomalies and malicious behavior, it also introduces new
risks, such as deepfakes, zero-day exploits, and the potential for attackers to
manipulate Al models themselves. The study examines the impact of large language
models and artificial intelligence on the software and architecture of cybersecurity
systems. The main types of attacks on artificial intelligence systems and the changes in
the software development paradigm that result from them are being considered. To
address the evolving threat landscape, this study proposes a Dual-Layer Hybrid
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Security Framework that integrates high-speed algorithmic detection with cognitive
analysis. We present an algorithm for building a security system using LLM models. We
also propose a software application tailored explicitly for the comprehensive analysis of
network traffic while detecting cybersecurity incidents using Python and the Pandas
library. Furthermore, it leverages artificial intelligence to provide a comprehensive
approach to detecting and mitigating cybersecurity threats. This will enable start-ups
and small businesses to manage their cybersecurity in-house.

Keywords: Cybersecurity, Al, LLM, Smart Analytics, Hybrid Security
Architecture, Start-ups, SMEs

JEL: M15, L26, 032

DOI: https://doi.org/10.58861/tae.bm.2026.1.03

Introduction

Generative artificial intelligence (Al) technologies, particularly
generative pre-trained transformers (GPT, Gemini, etc.), are changing the
field of security. Al provides advanced capabilities for detecting, preventing,
and responding to threats, which significantly improves cybersecurity
practices. This gives companies the ability to defend against more
sophisticated online threats and is especially crucial for start-ups and newly
established businesses, which may lack the financial resources to make
substantial cybersecurity investments and are often required to cut costs.

This is also linked to the widespread development of innovation in
enterprises (especially start-ups) implementing new technologies (Pukala,
2016). It should also be emphasised that innovative enterprises are very
important for the country's economy and are its driving force (Ishchuk et al.,
2021) as well as for the sector in which they operate (Pukala & Petrova,
2019).

Moreover, as the renewable energy sector continues to expand, the
supporting infrastructure has become a prime target for cyberattacks. This
is due to the increasing interconnectivity of technologies and systems within
the energy sector, making them more susceptible to cyber threats.
Attackers are exploiting vulnerabilities in smart grids, solar and wind farms,
and other renewable energy facilities, posing significant risks to the stability
and security of our energy supply.

DNV (2023) highlighted in "Energy Cyber Priority: Closing the Gap
Between Awareness and Action" the increasing awareness of cybersecurity
threats within the energy industry. The report points out that companies are
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ramping up their investments to address these threats, driven by factors
such as heightened geopolitical tensions, emerging compliance
requirements, and the rapid adoption of digitally connected infrastructure.

There is a pressing need to place a stronger focus on securing safety-
critical systems in light of these developments. Moreover, as cybersecurity's
role in enabling digital transformation and the energy transition becomes
more recognized, DNV (2023) emphasizes the importance of delving into
the state of cybersecurity within the energy sector. This involves
understanding the evolving landscape of cyber threats and the measures
being taken to mitigate risks and ensure the resilience of critical energy
infrastructure.

Artificial intelligence systems are able to sift through huge amounts of
data and identify trends that may be signs of online threats. Anomalies,
malicious behaviour, and well-known attack patterns can be detected using
trained machine-learning models. Because of this, security services can
detect and eliminate threats in advance.

However, it is important to note that artificial intelligence in
cybersecurity does not come without challenges. Attackers can also
potentially exploit Al systems to their advantage or avoid detection through
anti-Al techniques. Artificial intelligence use can lead to cybersecurity
issues in several ways, namely (Yermachenko et al., 2023):

« Emerging new types of cyber threats: Hackers can use artificial
intelligence to create more sophisticated cyberattacks (or cyberattacks of
entirely new types), such as creating fake content (e.g., deepfakes),
bypassing technical security measures (e.g., voice biometrics) or exploiting
vulnerabilities (e.g., zero-day exploits).

« Compromise of artificial intelligence systems: Artificial intelligence
systems themselves may be vulnerable to cyber-attacks by tampering with
their data, algorithms, or results. This can bias Al systems, which in turn
can cause errors.

« Ethical and social issues: artificial intelligence systems may violate
ethical and social issues related to cybersecurity, such as the privacy of
private information, transparency, and reliability of data.

« Justice, human dignity, etc.: These issues can affect and/or violate
the safety and well-being of individuals and society.
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The research addresses these vulnerabilities by proposing a
bifurcated framework where machine learning detection and Large
Language Model interpretation operate as a single, cohesive unit.

Al-based programs differ from classical programs since they integrate
the large language models (LLMs) and their key components, such as
training data, models, policies, questions, and actions. While the functional
components of classical applications (interface, backend, infrastructure,
database, and standard functions) remain an integral part of Al-based
applications, they will be modified.

1. Architecture of Al-based software
1.1. Background

Noever (2023) carried out an in-depth comparative analysis to
evaluate the performance of state-of-the-art artificial intelligence-based
systems, such as machine learning and deep learning algorithms, in
comparison with a range of traditional static analysers. Including data
flow analysis and abstract interpretation, for the purpose of detecting and
rectifying various types of software vulnerabilities such as buffer
overflows, SQL injection, and cross-site scripting. GPT4, in particular,
has proven to be very effective, especially in terms of its capability to
provide detailed explanations of vulnerabilities in code and to offer
effective solutions to patch these vulnerabilities. The success of
prediction can be significantly increased by integrating advanced natural
language processing models with traditional static code analysis
techniques. This integration allows for the thorough identification and
elimination of security vulnerabilities within software systems, thereby
improving the overall reliability and security of the predictive models. By
leveraging the strengths of both paradigms, organizations can effectively
fortify their systems against potential security threats and ensure the
robustness of their predictive capabilities.

Koch (2023) demonstrated that GPT-3 outperformed a state-of-the-art
static code analyzer in predicting security vulnerabilities. This highlights the
potential of advanced language models such as GPT-3 in the cybersecurity
and code analysis fields.
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Bakhshandeh et al. (2023) found that the utilization of artificial
intelligence significantly enhanced the capability of developers to identify
and localize vulnerable code. This was particularly evident when artificial
intelligence was combined with static analyzers, resulting in more accurate
and efficient detection of vulnerabilities within the codebase.

Kalinin (2024) concluded that the rapid pace of global digital
transformation significantly impacts the economic security of enterprises.
The high level of openness exhibited by companies is identified as a
contributing factor to the emergence of diverse threats and risks that directly
affect their operational activities (Demianchuk et al., 2021; Lelyk et al,,
2022; Kaminsky et al., 2023).

Therefore, it is important to study the problems associated with the
risks of digital transformation and Al development (Popova et al., 2024;
Popova et al., 2023; Popova & Petrova, 2024; Tairov et al., 2024; Popov et
al., 2024).

1.2. Benchmarking the Circuit-Based and Artificial Intelligence
Architecture

Software applications based on schemes (circuit-based) have a clear
and rigid structure. Inputs and outputs must be explicitly established,
routed, and maintained. Any deviation from this structure leads to errors,
and adding new features requires a linear effort on the part of the
organization's developers.

The new software will be based on intelligence. Such programs are
based on natural language, in which requests are sent to a system that
actually understands what the person is asking. Adding new features to
such a program would be as simple as asking different questions and/or
providing different commands. Comprehension-based applications adapt to
the questions that are asked of them. To add new functionality, you ask
different questions and ask for different actions on the results.

The new Al-based software architecture is expected to be much more
elegant and based on Al systems, including a four-component structure:
state, policy, question, and action. In essence, this is a transition from
circuit-based application architecture to an intelligence-based architecture
(Table 1).
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Table 1

Circuit-Based Architecture vs Artificial Intelligence Architecture

Structure
elements

Circuit-Based

Al-Based

input

data

output

action

understanding

flexibility

Rigid — programme runs must be
explicity ~ coded by the
development team using explicit
queries against a structured
database.

Structured - data repositories
have well-defined schemas that
require specific ways of adding,
retrieving, changing, and deleting
data.

Stativity — program output returns
the specific information requested
by the specific query. To do
something else, one needs to
write separate code for it.
Isolation — actions are separated
from query results. For example,
after querying a database for
housing prices, one or more
additional steps must be taken to
make them useful.

Missing — the program does not
understand the data, the queries
being made against it, or the
result it returned. It is a simple
mechanism for storing and
retrieving data.

Linear - to add more features to a
program, you need to explicitly
expand the number of encoded
inputs, the number of output
operations, the data structure, or
all together.

Unlimited — programs run using
natural language, so there is no need
to explicitly code new requests to the
server when other questions need to
be asked.

Dynamics — system's backend is a
set of models that understand the
world and your business. To upgrade
the data repositories, get
bigger/better data and save your
models.

Flexibility — the output of the program
is as flexible as the questions asked
of the models. And questions and
answers can be directly related to
actions.

Coherence — actions can be linked to
an outcome because models
understand how they are related.
This means that there is no need to
create explicit bridges from each
result to new actions.

Deep — models understand the data
they are dealing with, which means
that improving the models
simultaneously ~ improves  most
aspects of the application.

Explicit — the main concepts: 1)
ensuring the quality and freshness of
the models; 2) ensuring the
correctness of the questions.

1.3. Attacks on Atrtificial Intelligence Systems

In LangChain, agents are intelligent entities designed to achieve
specific objectives. They are equipped with a variety of tools and resources
that enable them to carry out their tasks effectively. Each agent operates
with a clear purpose, utilizing its capabilities to navigate challenges and
implement solutions efficiently.
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A coordinated attack on the agents would have serious repercussions
for entrepreneurs, potentially disrupting their operations and hindering
business growth. For Al agents to be effective, they must be empowered
with two key capabilities (Bondarenko et al., 2022):

1) They should possess extensive knowledge about the relevant
objects, including highly personal and sensitive information.

2) They need the ability to act like the user in various tasks, such as
sending money, posting on social networks, writing letters, and sending
messages. An attacker who gains this knowledge and access will hence
gain significant leverage over the target (Figure 1).

Tools refer to the resources available to Agents for performing their
tasks. These tools can include web search capabilities, document scanning
and analysis software, plagiarism detection systems, and other similar
resources.

Attacks on artificial intelligence

R

f Prompt Injection ) \ Training Attack )
Agents > Tools »  Storage “ Models

Figure 1. Attacks on artificial intelligence systems

Models are essential components of Al security, serving as the
foundational frameworks that enable effective machine learning
applications. In recent years, numerous business applications have adopted
these advanced techniques, enhancing their operational efficiency and
decision-making processes. By leveraging sophisticated algorithms and
data analysis, organizations can better detect potential security threats,
optimize resources, and improve overall performance.
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Attacks on artificial intelligence systems are designed to manipulate
models in such a way that they begin to exhibit undesirable behaviors. The
goal is to undermine their reliability, making them less trustworthy in their
outputs. Additionally, these attacks can result in models generating content
that is more toxic and biased, further distorting their intended purpose and
functionality.

Table 2
Basic types of attacks on atrtificial intelligence systems
Components of Al systems  Attack types

Agents alter the agent’s routing
send commands to unknownsystems
Tools execute arbitrary commands

go through injection on connected tool systems
code execution in the agent's system

attack embedded databases

extract confidential data

change the data, which leads to fake results of the models
bypassing the protection model

make the model exhibit bias

extraction of data of other users and/or server data
forcing the model to exhibit intolerant behavior
poison the results of other users

violate the trust/reliability of the model

access to unpublished models

Data repositories

Models

The inherent redundancy of the Dual-Layer Hybrid Security
Framework addresses these vulnerabilities by ensuring that Layer 1
detection results are validated against Layer 2 policy and context, thereby
reducing the success rate of model manipulation and poisoned outputs.

Al implementation is associated with several challenges, including
data preparation, model building, scalability, and ethical issues. Companies
need a systematic methodology to leverage several core business and
technology capabilities to implement Al and machine learning technologies
in the enterprise.

The traditional approach to automating the detection of malicious
code involves using static analysis tools such as SonarQube, CodeQL,
Snyk, and Coverity. These tools can be used at any time but are typically
used to scan code for vulnerabilities after the code freeze phase and before
the formal release processes are complete. They work by parsing the
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source code into an abstract syntax tree or control flow graph that shows
how the code is organized and how all the components (classes, functions,
variables, etc.) are related to each other. Rule-based analysis and pattern
matching are then used to identify a wide range of problems.

Static analysis tools can be integrated with IDEs and CICD systems
throughout the development cycle, and many offer customizable
configuration, query, and reporting options.

Static code analysis takes input and asks two things: What's wrong?
How to fix it? Analyse this approach from the point of view of software
transformation under the influence of artificial intelligence, presented in
Figure 2.

CYBERSECURITY. Static analysis

STATE POLICY QUESTION ACTION

all (including non-
public) information
about possible
software errors and
their corrections

Examples: customer
messages, bug

an extended, precise
explanation of the
types of errors we
look for and the
syntax of the tools

Examples:

definition templates,
rule documentation,
all security rules

questions we ask
about the provided
code

Examples:
what vulnerabilities
does it have?
which ones are the
most common?

actions performed
explicitly or
automatically by the
model(s)

Examples: fix code,
write a rule, run an
AJ/B test, create a
report, send an alert,
conduct a competitor

Wh_at rules to apply? analysis
which rule is better?
Comparison.

bounty programs,
company donations,
etc

Figure 2. Static analysis in LLM-based applications

Artificial intelligence will transform all existing software into one that is
based on understanding. Once it is sufficiently exposed to the problem
through one's "state" and understands what one is trying to do through
one's "policy", it can do much more than just find code problems and fix
them.

It will be able to perform the following actions: find the problem; show
how to fix it in any language (coding or human); write an instruction that will
avoid these mistakes; write a rule in the tool's technology that would detect
this; will provide you with a fixed code; and make sure the code works. This
cognitive ability is achieved through the integration of the dual-layer
approach, which enables the system to interpret errors within a specific
organizational context rather than merely identify them.
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In addition, it is possible to build multiple versions of a cyber defence
system to see how each version will respond to the most common attacks
and then make recommendations based on those results.

2. Building a Security System

2.1. Algorithm for Building a Security System Using LLM
Models

The proposed Dual-Layer Hybrid Security Framework operationalizes
the transition from circuit-based to intelligence-based architectures. This
framework bifurcates security operations into two specialized tiers. Layer 1
serves as the detection engine, utilizing a Random Forest algorithm to
provide high-speed, real-time anomaly detection within network traffic.
Layer 2 acts as the interpretation engine, where a Large Language Model
ingests the alerts from the primary layer to generate human-readable
incident summaries, map threats to specific security policies, and provide
actionable remediation steps.

1. Choose a base model. Start with the latest general GPT model
from OpenAl or alternatives like Gemini from Google and Meta. Many
companies are anticipated to implement advanced language models, which
may be designated as OpenAl GPT-4. It has an impressive breadth of
knowledge across various fields, including security protocols,
biotechnological advancements, project management strategies, effective
planning, meeting facilitation, budget management, incident response
tactics, and audit preparedness. This expertise positions it as a crucial
resource for companies looking to navigate complex challenges and ensure
operational efficiency. However, to fully leverage its capabilities,
organizations need to provide a more personalized context that aligns with
their specific industry needs and operational goals. This tailored approach
will allow companies to maximize the potential benefits of GPT-4's insights
and recommendations.

2. Develop a custom machine learning model that leverages
company-specific data relevant to GPT-4 queries. This data set should
encompass a variety of sources, including the status section, telemetry
information, company context details, firewall logs, financial documents,
chat conversations, email communications, and transcripts from meetings.
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Make sure to thoroughly train the model on this diverse dataset to enhance
its accuracy and relevance.

3. Train your policy model. A separate model is meticulously crafted
to ensure alignment with your company's mission and objectives. This
model takes into account the challenges you face and integrates your
strategic business priorities (Klochan et al., 2021), creating a cohesive
framework that supports your organization's vision and enhances overall
effectiveness. We use the guidance we get from people to drive part of the
action architecture. Artificial intelligence will do this with the help of rules
formed in the policy model.

4. Instruct the system to execute the following action: the models
have now been merged. We have integrated GPT-4 with both our state
model and policy model. This powerful combination allows them to analyze
and interpret our behavior and preferences in ways that often surpass our
own understanding. Together, they create a comprehensive picture of who
we are, delving into the nuances of our thoughts and actions with
remarkable insight.

2.2. Model task

We are developing a comprehensive software application designed
for network traffic analysis and anomaly detection, leveraging advanced
artificial intelligence techniques. The following software application
demonstrates the practical execution of Layer 1 within the proposed
framework, focusing on the technical requirements for robust, automated
detection of suspicious traffic patterns. It will utilize synthetic data to train
the model, ensuring it can accurately identify unusual patterns and potential
threats within network traffic. By simulating various traffic scenarios, we aim
to enhance the model's robustness and effectiveness in real-time
monitoring and security assessment. This project will provide critical
insights into network behavior, helping organizations proactively address
anomalies and safeguard their digital infrastructure. All information
transmitted over the Internet is divided into smaller units known as packets.
Each packet contains a specific set of data that is addressed to a
designated destination, much like how physical mail is sent to a particular
address.

1. Installing and importing libraries. The code is shown in Fig. 3:
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import pandas as pd

import numpy as np

from sklearn.model_selection import train_test_split
from sklearn.ensemble import RandomForestClassifier
import gradio as gr

import warnings

warnings.filterwarnings('ignore')

Figure 3. Linking libraries

2. Creating a training data set. A software module is being developed
to create a data set that represents a given network. This module will
feature several key functions, including:

- ‘packet_size’: This function will determine the size of individual
packets as they travel through the network, providing insights into traffic
patterns.

- ‘duration’: This function will measure the time it takes for packets to
traverse the network, helping to identify latency issues.

- ‘protocol_type: This function will categorize the protocols used
within the network, allowing for analysis of traffic types and their respective
behaviors.

- ‘number_of packets’: This function will count the total packets
transmitted, enabling an understanding of network load and performance.

- ‘port_number’: This function will identify the specific ports in use,
facilitating the analysis of communication endpoints and potential
vulnerabilities.

Together, these functions will create a detailed representation of
network activity, supporting performance analysis and optimization efforts.
The values for these functions will be randomly generated using the NumPy
library. The target variable ‘traffic_type’ indicates "normal" or "suspicious"
traffic. The goal is to train a model for smart data analysis. The code is
shown in Fig. 4:

np.random.seed(@)

n = 1ee

features = ['packet_size', 'duration', 'protocol_type', 'num_packets', 'port_number']
target = 'traffic_type’

protocols = ['TCP', 'UDP', "ICMP']

df = pd.DataFrame({
'packet_size': np.random.randint(1ee, 15ee, n),
"duration’: np.random.uniform(e, 128, n), |
"protocol_type': np.random.choice(protocols, n),
"num_packets': np.random.randint(1l, 1@@, n),
"port_number’: np.random.randint(1l, 65535, n),
"traffic_type': np.random.choice(['normal’, 'suspicious’'], n)

b
Figure 4. Creating a training data set
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3. Creating a model. The code converts the DataFrame column
named "protocol_type" into a numeric format, then splits the data into
separate sets of functions and targets, and subsets for training and testing.
Based on the input training data, the RandomForestClassifier model is
trained. The code defines a prediction function that takes network traffic
characteristics as input and converts them into the expected format and
uses an already trained model to predict and determine the type of traffic
("normal" or "suspicious"), as shown in Fig. 5.

df['protocol_type'] = df['protocol_type'].astype('category').cat.codes

X = df[features]
y = df[target]
X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.2, random_state=42)

model = RandomForestClassifier()
model.fit(X_train, y_train)

def predict(packet_size, duration, protocol_type, num_packets, port_number):
input_data = pd.DataFrame({
'packet_size': [packet_size],
‘duration’: [duration],
'protocol_type': [protocols.index(protocol_type)],
"num_packets': [num_packets],
'port_number': [port_number]

1))
prediction = model.predict(input_data)[8]
return prediction

Figure 5. Data transformation and traffic forecasting

We anticipate that the proposed software application will be effective
for monitoring and diagnosing network issues, and it may be enhanced with
a graphical interface in the future.

Conclusions

Incorporating artificial intelligence (Al) alongside large language
models (LLM) demands a comprehensive analysis of the system's
architecture, as well as the implementation of robust security measures to
mitigate potential challenges. It may also be worth exploring the concept of
LLM pen-testing, where security professionals test applications to discover
vulnerabilities against their LLM models.

Integrating Al-powered applications into cybersecurity is a significant
shift that has the potential to revolutionize the industry in the foreseeable
future. By leveraging Al, cybersecurity systems can better detect and
respond to advanced threats, predict potential vulnerabilities, and adapt to
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evolving attack techniques. This integration also enables the automation of
routine tasks, allowing cybersecurity professionals to focus on more
complex and strategic initiatives.

Using the Dual-Layer Hybrid Security Framework, SMEs can achieve
robust cybersecurity by combining the efficiency of high-speed statistical
models with the contextual depth of Large Language Models, thereby
enhancing their overall security posture and staying ahead of sophisticated
cyber threats. It becomes obvious that Al-powered applications offer ample
opportunities for threat detection, risk assessment, and general intelligence
enhancement. However, they also have potential cybersecurity issues that
need to be addressed.
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